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Network Diagram
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Syslog Server
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Edit!'-wwmlmulb
authen.intra.net - Status: D... = : ;

i@ https

172308249 inden php

bullt on Mon Aug 25 07:44:45 EDT 2014
| FreeSsD8.3RELEASED16 |
__ pfSense
-umn-wwu-tm 3@ 3.2064z
(CPUIVPe ChUs: 1 packagels) x 2 cores
0 el osn-nssmn-«m
m Thu Sep 29 13:32:541CT 2016
ons :7’1";6';:}34
el ss8s
2:‘” | Thusep 29 13:32:301CT 2016
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F Would s e Farefoe to remesber this bond Gmad Mgy I
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Rewesber ~ )
il
‘ i
| =
iu rver

- Wiy User, Password uazauidanislén Wilui http://172.30.8.250

. dalcRADIUS

-~ 172.30.8.250 » 4+ A B 9 4

\ Menitor . CAT Hobby /' How To Simulate Net... Linux APl {% How toInstall Open-a... oI spa3102 Rpi

(((I)))QQJPS RADIUS Management, Reporting, Accounting and Billing by Enginx

Locauon




Login #1798 User administrator uazPassword agasnsaiuduudly User 14

daloRADIUS <L

B 172.308.250 + & "B D 4 =
Menitor CAT Hebby o/ How To Simulate Net... Linux 4PL % How to Install Open-a... o) (o] spa3li2 Rpt lﬂ Operating System Pac...

m

; (((I)))ggj‘ps ZLZ‘QS Management, Reporting, Accounting and ng by

Home Management R Accounting  Billing GIS Graphs Config

version 0.9-9

Liran Tal

()

RADIUS

(((’)))gg.lg RADIUS Management, Reporting, Accounting and Bill

Enginx

Home Management Reports Accounting Billing GIS Graphs

Users Listing .

SELECT: ALL NOME
4Dcl.tcv ‘lclsable Enable | CSv Export |
Quick Add 1
0 Name Username
- metuscom

216 | acoon



Proxy Server

- iudeyanisldon http:/172.30.7.254:444

Your connection is not secure

The owner of 172.30.7.254 has configured their website improperly. To protect your information from being stolen,
Frefox has not connected to this website

Learn more.

A TR, -

Report errors like this to help Mozila identify and block malicious sites

172.30.7.254:444 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate Is not valid for the name 172.30.7.254.

Error code: SEC_ERROR _LINKINOWN_ISSLER

l Add Exoepmn...(

Login user admin wag Password

#3 proxy.intra.net - Main page

dgwigess ____________ClQme | fi8 & & @

‘Would you ke Firefox to remember this login?

7 =

‘\ 17230.7.254:444

| I eessssssveces
‘ Remember w
i page i
Network P address Status
172.308.253 Connected - (7h 42m 21s)
Gateway: 172.308.254
Servers: 172308254
Network P address Status

172307 25424 Proxyon (vansparent

PFire.org - Support the IPFire project with your donation

Pfire 2.19 (xB86_64) - Core Update 103




File View VN
BN» OB GDREDP
8% proxyintra.ret - Proxylogvi.. %
f € ) 8 Hips:1172.30.7.25¢:4<4/cgi hinflogs. cgifp-oxylog.dat & ] [ L Search ﬁ E
lotal number of wehsites matching selected criteria for September 29, 2U16: 108
Dicer Mewer
Time Source IP Usemame Website

15:15:15 172.300.13 - hito:flocsp. digicert cond
15:14:22 17230012 - hito:tlocsp digicert.corrs
16:14:21 17230013 hitp:tiocsp digicert.cond
15:14:17 17230013 hitoticliento . 300ale.comiocop
15:44:17 172.300.13 - htto:siclients 1. 300gle.cormiocsp
15:14:18 172.300.13 - hitp-fiocep. digicert.cores
15:14:16 172.300.13 - htip:fiocsp digicert.corrf
15141R 17230013 - hitniiclients1 3n0ale cominesn
13:29:33 17230013 - hitodiocsp dicicert corrf
13:28:33 17230013 - hitoffocsp dicicert corrs
13:27:55 17230013 - hitp:flocsp. digicert.conrd
13:27:48 17230013 - g
13:27:39 17230013 - hitofiocsp digicert coms
13:27:36 17230013 - htip:diclients1.300ale. coméocsp
13:27:34 172.300.13 - hitodiocsp digicert.corrs
13:27:34 17230013 - hitodiocsp digicer. conrs
13:27:34 17230013 - hitpiclients 1. 300qgle. comiocsp
12:15:32 17230013 - hitp focsp digicert.comr!
12:14:32 1¢2.300.13 - hio:ocsp digicert.comrs
12:14:32 17230013 - mmmm
12:14:32 172.300.13 - hip:focsp. glalcert.coms
12.14.29 172300.13 = il S ytkls. curtune yaug2iapi php
12:14:28 172.300.13 < hito#apiockia.convercssdonainxm
12:10:44 172.300.13 " hitp:dispeedtest.Jbb cottusetings pho™=147512602402)
12:12:44 172.300.13 - httofispeedtest.Cbb. cothfavicon.ico
12:13:43 17230013 i
12:13:43 17230013 -
12:13:43 172.300.13 -
12:13:42 172.300.13 -
121342 1723nN0 13 -
121342 1723nN13 -
121341 172.300.13 - hito:fispeediest hb cothy
12:13:38 17230013 - httnJiclients1.300ale.comfocsp
12:13:38 17230013 - hiipiclients1.300gle comiocsp
12:13:38 17230013 - hito:siclients1.300ale.comiocsp
12:13:38 17230013 - hitosiclients1.300ale comfocsp



#% proxy.intra.net - Proxy Reports

Proxy-Report

Report period: 29.S8ep 16 12:08:29 - 29.Sep 16 15:15:15

Generated at: 29.8ep 16 15:21:17

# Summary

lines parsed: 164
invalid lines: 0
unigque hosts/users: 1
parse time (sec): 0

# Incoming requests by method

99104 13.22
650423 86.78

kB/sec

method request %
POST 87 53.05
GET 77 46,95
Sum 164 100.00

# Inconing UDP-requests by status
no matching requests

# Incoming TCP-requests by status

749527 100,00

0 0.00
749527 100.00
745527 100.00

0 0.00

0 0.00

kB/sec

status request %
HIT 0 0.00
MISS 164 100.00
TCP_MISS 163 89.38
TCP_MISS ABORTED K i 0.61
ERROR 1] 0.00
Sum 164 100.00

# Outgoing requests by status
status request %



Syslog Server
- Whdwseaeuléiil http/172.30.8.248

| Source Syslog DiskFle  Adi... % | &

€ G 172308248/Icgenalyzer Milter=syslogtag%34%3Dlcgpertalauth&search=Search ¢ Q Sececn 4+ f B QD 4 =
| | Monitor . CAT ' Hobby ¢ HowTo SimulateNet..  Linux APL { Howtolnstall Open-a.. ~ OID  spadl02  Rpi [E] Operating System Pac... »

LogAnalyl_e_I_'@ e

ANALYSIS & REPORTING

e ———" R Y
Main syslog file from n'd-'_h-— on Debian
date Syslogtag [ — Messagetype Message
Today 15:00:55 authen D logportalauth 35888 Symiog. W S} (1ser LOGIN: metuscom, 00:0c:29:5:b4:35, 172.30.0,13 9
Today 13:31:59 authen D togportalauth 28062 Sysog @ G 01SCONNECT: daroon, 00:0c:29:5:b4:35, 172.30.013 9
Today 12:21:06 authen D jogportatauth 38888 Sysog - W G ser LOGIN: daroon, 00:0c:29:45:b413S, 172.30.0,139)
 Today 12:2043 authen @ opportaions 29062 SRS ® W 0rsCOMNECT: darcon, 002 beis. 172300139
oz M
Made by Adiscon GmbH (2008-2012) Adiscon LogAnalyzer Verson 36,6 Rsyslog | Page randerad m: 0.0050 saconds | DB queres: 0 | GZIP ensblac: yes | Script Timaout 30 seconds

Monitor Server
- WA http//172.30.8.252

jfl.;ﬁnm Cacti 5

(f‘ 172.308.252 <t + A B 9 4 =
| Monitor  CAT  Hobby / HowToSimulateNet..  Linux APl % Howtolnstall Open-a..  OID spa3102  Rpi [E] Operating System Pac... »

Please enter your Cacti user name and password below:

User Name: |

Password:

[ Logn |

Login User and Password 11a329@eunasanisigany






]’ 9 Graphs -> Tree Mode “

€

17230 8.252/ cacti'graph I ticn=tree&tree_id- Se

*

f ~ Moeniter  CAT Hebby  How To Simulate Net.., Linux APl {% HowtoInstall Open-a.. OID  spa3l02  Rpi ﬂ Operating System Pa:...

— .
aphs monitor

thold

weathermap

Presets: Last6Hours v From: 2016-09-2909:32 [§¥e: 2016-09-2915:32 [H4 1Day  ~ @/ Refresh | Clear |

Search: Graphs per Page: 10 v Thumbnails: ,; Go || Clear‘

Tree:Balance

Balance - Traffic - em0

+ A T8 O 4

60N l_\__
il il
L L

'©:40 10:00 10:20 10:40 11.00 11:20 11:40 12:00 12:20 12:40 13:00 13:20 13:40 14:00 14:20 14.40 15:00 15:20
From 2016/09/29 09:32:45 To 2015/09/29 15:32:45

B Inbound Current: 10.85 k  Average: 82.14 k Maximum: 1.03 M
W Outbound Current: 26.62 k Average: 860.86 k Maximum: 6.05 M

Balance - Traffic - eml
6.0 HI
50M
40N
30N l

20n)
1.6"J

bits per saecond

0.0 l e
99:40 10:00 10:20 10:40 11:00 11:20 11:40 12:00 12:20 12:40 13:00 13:20 13-40 14.00 14- 20 14:40 15:00 15:20
From 2016/09/20 09:32:45 To 2015/09/29 15:32:45

B Inbound Current: 27.56 k Average: 861.80 k Maximum: 6.05 M
W Outbound Current: 11,75 k Average: 82.98 k Maximum: 1.03 M

-

¥

OmeEJ

Logged in as admin (Logout)
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3.Login 18 User admin

Google
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